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Jurisdictional issues in cyberspace

At the Crossroads – The proposed Hague Convention and the future of Internet defamation.

Dan Svantesson

Abstract:

This article concerns the issue of jurisdiction over Internet defamations de lege ferenda. Article 10 of the proposed Hague Convention on Jurisdiction and Enforcement of Foreign Judgments in Civil and Commercial Matters constitutes the point of departure for the analysis.

The main aim of the article is to show that the current situation is unhealthy and that we need to make a decision – regulate the Internet or leave it unregulated. Furthermore the article attempts to demonstrate why the current draft of the proposed Hague Convention does not deal with Internet defamation in an adequate manner. In that context, a suggestion for how Article 10 could be amended to ensure suitable application to cases involving the spread of defamatory information over the Internet is provided.

Why is the question of jurisdiction over Internet defamation important?

With the introduction of the Internet followed a previously unseen possibility for the free flow of information. Initially the Internet was used only by a very small group of people but today, particularly after the introduction of the World Wide Web (www), the Internet is being utilised by an ever-increasing number of people from all walks of life and for all sorts of purposes. The common denominator is the spreading of information. Inevitably some people will perceive some of that information as defamatory. 

So far there have only been a few court cases involving the spread of defamatory information over the Internet (hereinafter “Internet defamation”). However, it already seems clear that the question of jurisdiction will play a central role in most litigation concerning defamatory Internet publications. To illustrate the complex nature of jurisdictional claims over Internet defamation it is useful to look at the recent Australian case
 between the Victorian businessman, Joseph Gutnick, and the US-based publishing company, Dow Jones. A little simplified, the background facts of that case can be summarised in the following
:

The well-known Australian businessman, Joseph Gutnick, sued the US based publishing giant, Dow Jones, because of an allegedly defamatory article appearing in the New Jersey-based business magazine Barron’s. The article entitled “Unholy Gains“ implied that Mr Gutnick had laundered money through the jailed Victorian money launderer, Nachum Goldberg. 

The facts in the case are that: “[the] relevant copy of Barron’s Magazine sold 305.563 copies”
. Of these only a very small number came to Australia, but some of them
 were in fact sold in Victoria. Out of approximately 550 000 people subscribing to the Internet version of the magazine, it was estimated that 1 700 paid for the service using Australian-issued credit cards.
 
The question for the Supreme Court of Victoria to decide was whether or not a Victorian court may claim jurisdiction over the case at hand.
 

Using the basic background facts of the case (though not including the limitations made to the claim by Mr Gutnick
, or the fact that in this case the website in question was of a fee-based subscription nature
) the following, not exhaustive, list of factors
 shows how exceptionally complicated the question of jurisdictional claims over Internet defamation really is.

To begin with the Supreme Court of Victoria could have claimed jurisdiction over all publications on the Internet irrespective of whether any person in Victoria has actually read them. The implications of this would have been:

· that the Court would have ignored the fact that the majority of the publications in question were downloaded or read by subscribers in the United States of America;

· that the Court considered itself capable of interpreting US defamation law. In applying the so-called ‘double actionability’
 test in relation to publications taking place in the United States of America, the Court would have to interpret US defamation law;

· that the fact that the Court had to apply foreign legislation did not make it a ‘clearly inappropriate’ forum;

· that, as a result of the decision, ‘uploaders’ in foreign jurisdictions might try to avoid contact with residents of Victoria and thereby prevent Australians from accessing information available on the Internet;

· that the Court considered that all material published on the Internet is subject to the laws of every jurisdiction from which the information can be accessed;

· that anybody who uploads something onto the Internet must adhere to the laws of the strictest jurisdiction from which the information can be accessed; and

· that the Court thereby espoused the view that the various concepts of freedom of speech that exist in democratic states do not apply to the Internet.

Alternatively, the Supreme Court of Victoria could have declined jurisdiction over all publications on the Internet irrespective of whether any person in Victoria has actually read them. The implications of this would have been:

· that the Australian laws governing jurisdiction do not apply to materials published online in the same way as they do in the offline world;

· that an Australian plaintiff cannot rely upon the Australian courts for protection against acts which occur on the Internet;

· that the Internet is basically unregulated territory in the estimation of the Australian courts; and

· that ‘safe havens’ may develop in which there are no limitations as to what information can be uploaded onto the Internet.

The third alternative would be that the Supreme Court of Victoria (as it did in the Gutnick v. Dow Jones case) claimed jurisdiction only in relation to publications that took place within Victoria. If, for the sake of this example, we continue to exclude the limitations made to the claim by Mr Gutnick and the fact that in the Gutnick case the website in question was of a fee-based subscription nature, the implications of claiming jurisdiction only in relation to publications that took place within Victoria would have been:

· that although the plaintiff’s reputation in Australia might very well have been affected by the publication in the US and elsewhere, only the damage arising out of the publication in Australia could be recovered in Australia. This formulation seems to ignore the fact that if a plaintiff’s international businesses suffer detriment due to the publication of defamatory material overseas, then that plaintiff’s local businesses may also suffer damage as a consequence (e.g. from cancelled contracts or plummeting overseas revenues);

· that the plaintiff would be forced to go to a foreign jurisdiction to get damages for an act affecting the plaintiff in its home forum. It is worth keeping in mind that litigation in a foreign forum is not only expensive but generally also inconvenient;

· that an economically weak plaintiff may have trouble securing a fair hearing;

· that the Internet may become something of a lawless commercial medium as a result; and

· that the Court, while not claiming jurisdiction in relation to all publications on the Internet, still claim jurisdiction in relation to all publications within its jurisdiction. This still means that anybody who uploads something onto the Internet must adhere to the laws of the strictest jurisdiction from which the information can be accessed and thereby, just as in the example above, the concepts of freedom of speech that exists in democratic states do not apply to the Internet. 

From this it seems clear that whichever approach a court chooses in a dispute regarding jurisdiction over Internet defamation, the potential consequences are indisputably of global importance. Thus, it is undoubtedly of great importance that the problem of overly wide jurisdictional claims over Internet defamation is addressed. This must happen urgently and in an appropriate forum. As courts of different states are governed by and apply different laws, they will inevitably reach different conclusions in this matter. With this in mind, I believe that an international convention is the best way to deal with the question of jurisdictional claims over Internet defamation.

The proposed Hague Convention on Jurisdiction and Enforcement of Foreign Judgments in Civil and Commercial Matters

In my opinion the most appropriate forum for resolving the complicated question of jurisdictional claims over Internet defamation must be the ongoing discussion on the proposed Hague Convention on Jurisdiction and Enforcement of Foreign Judgments in Civil and Commercial Matters. Article 10 of the most recent draft Convention
 states that (no consensus has been reached in relation to the text within brackets):


“Article 10
Torts [or delicts] 

1.
A plaintiff may bring an action in tort [or delict] in the courts of the State – 

a)
in which the act or omission that caused injury occurred, or

b)
in which the injury arose, unless the defendant establishes that the person claimed to be responsible could not reasonably foresee that the act or omission could result in an injury of the same nature in that State.


[2.
A plaintiff may bring an action in tort in the courts of the State in which the defendant has engaged in frequent or significant activity, or has directed such activity into that State, provided that the claim arises out of that activity and the overall connection of the defendant to that State makes it reasonable that the defendant be subject to suit in that State.]


[3.
The preceding paragraphs do not apply to situations where the defendant has taken reasonable steps to avoid acting in or directing activity into that State.]


[4.
A plaintiff may also bring an action in accordance with paragraph 1 when the act or omission, or the injury may occur.]

[5.
If an action is brought in the courts of a State only on the basis that the injury arose or may occur there, those courts shall have jurisdiction only in respect of the injury that occurred or may occur in that State, unless the injured person has his or her habitual residence in that State.]”

Article 10 obviously addresses all sorts of torts and is in no way specifically directed to the tort of defamation. However, for the purpose of this article it is only necessary to view the text of Article 10 in light of Internet defamation. 

Paragraph 1 is rather self-explanatory (and the only paragraph that seems to be generally accepted). The plaintiff has the right to sue in either the forum where publication took place or the forum where damages were suffered due to the publication. If the plaintiff chooses the latter alternative the defendant can successfully object to that forum if he or she could not “reasonably foresee” that the plaintiff could suffer damage, of “the same nature” that the plaintiff did, in that forum.

The phrase “the same nature” is presumably going to have to be given a rather wide interpretation in defamation cases. Otherwise it does not, for example, seem that a situation where a plaintiff’s private and business reputation gets damaged would be covered, at least not in total, if the defendant only could foresee that the plaintiff’s private reputation would get damaged.

At this point it is interesting to make a comparison between defamation and other torts. One example used to explain the difference between the location of the damaging act and the location where damage is suffered, involves a factory dumping waste in a river and that waste ruins the activity of a factory downstream. Comparing this situation to a defamation case in which publication is held to occur where the defamatory material comes to the attention of a third party, one thing becomes strikingly clear: in the example above the defendant knows, and decides, the location of the damaging act and can also foresee reasonably well the location where the damage is suffered, while in an Internet defamation situation the defendant has no real control over the location of the damaging act and perhaps even less control over the location where the damage is suffered. This is in my view the very root of the problem of jurisdiction in relation to Internet defamation.

With this in mind, one interesting option would be to re-evaluate what constitutes the damaging act in defamation. As outlined above it is a widely accepted principle that the damaging act is the publication and that publication occurs where and when the defamatory material is made manifest to the receiving third party in a form that is comprehensible to that party. 
 Perhaps this traditional approach simply is not suitable in an Internet context. 

Paragraph 2 of Article 10 is not of particular relevance in relation to a jurisdictional claim over Internet defamation. Further, paragraph 4 of Article 10 simply ensures the possibility of injunctions being an available remedy. Thus, it will not be necessary to deal with these paragraphs further for the purpose of this article.

In contrast, paragraph 3 of Article 10 is of great relevance in an Internet context. As I have previously argued
 in relation to business – consumer relations, it is of the greatest importance that a supplier on the Internet has the possibility to take reasonable steps to avoid undesirable forums. This is true both in relation to suppliers of goods and services, and suppliers of information. Paragraph 3 ensures this possibility and the value of such provision cannot be overestimated.

The phrase “reasonable steps” is necessarily vague. What can be considered “reasonable steps” will have to be viewed in light of technological developments. In today’s situation, I would be inclined to accept a clearly displayed and sincere disclaimer as a reasonable step.

However, rather than relying on disclaimers more effective alternatives could be used by the suppliers to avoid undesirable forums. For example, the suppliers could include a menu in the accessing part of the website where the access seeker had to indicate the state in which he/she is habitually resident. The instructions could clearly state that residents of other states than the ones listed in the menu cannot access material on that particular website.
 By taking appropriate, yet rather simple, measures like that a content provider could actively regulate what forums it would risk having to defend itself in.

Menus or disclaimers with the core messages that, for example, UK residents are not allowed to access a certain document since the text might be regarded as defamatory according to UK law, are clearly a very weak form of placing geographical boundaries in cyberspace. Having said that, we have to consider the alternatives. 

As of today, there are no completely accurate technological means of determining the geographical location of a person attempting to access a certain webpage. Unless the value of ‘soft protection’ like disclaimers and menus is acknowledged, the suppliers might not have any reliable means available to protect themselves from contacts with undesirable forums. That would mean that everything published on the Internet is published in each and every state where access to the Internet can be gained. From that it follows that a supplier could be sued in virtually every jurisdiction in the world. Such outcome is generally considered as undesirable.

There are computer-programs available on the market that can determine the geographical location of an access-seeker with a high level of certainty.
 However, it should be remembered that these programs are based on ‘intelligent guesses’ and will possibly lead to false inclusions and false exclusions. That is: people that should not be allowed access will get access and people that should be allowed access will be blocked out.
 

To this later problem there is a possible solution. If these kind of programs are used in relation to non-subscription services and free subscription-services only, a person that should be allowed access but gets blocked out cannot sue the supplier (unless the system is used in a discriminatory manner but that kind of complication is beyond the scope of this article) and no real harm is done as this problem presumably would occur only in a very small number of cases. If a person gets access that should not be allowed, the supplier could possibly be seen to have taken ‘reasonable steps’ by the use of the kind of computer program mentioned and an action in defamation might not be allowed (note also that if an action in defamation is allowed, the damage done would potentially be minimised as only a very small number of people in the undesirable forum would be able to gain access).

As far as fee-based subscription-services are concerned, the risk of false inclusions and false exclusions has to be acknowledged, and ‘guessing’ computer programs are ill suited. Instead, the supplier would have to take extra care in the registration of the users.

My conclusion is that it is necessary for content providers on the Internet to be able to avoid contact with undesirable forums by taking reasonable steps to do so.
 Thus, paragraph 3 constitutes a vital component of the proposed Article 10. Although none of the ‘reasonable steps’ suggested above are flawless, each of them, or a combination of them, would be important steps in the protection of suppliers on the Internet.   

The effect of paragraph 5 of Article 10 is that the plaintiff may have to sue in each and every jurisdiction where damages have been suffered unless he/she sues in his/her home forum (paragraph 5) or in the forum where the damaging act was committed (paragraph 1a and e contrario paragraph 5). However, in defamation cases this will be undermined by the fact that the damaging act is the publication, and publication occurs where the defamatory material comes to the attention of a third party. This means that the plaintiff, depending on the national laws of the forum in question, in accordance with Article 10 (paragraph 1a and e contrario paragraph 5), can sue for all the damages suffered worldwide in any state where the defamatory material has been published – an absurd outcome that certainly encourages forum-shopping.

Adjusting Article 10 to the particular circumstances of Internet defamation

Article 10 of the proposed Hague Convention is obviously not fully catering for the particular circumstances created by the Internet. It has to be said that paragraphs 2 and 3 are attempts to adjust the Article to the Internet but as shown above, Article 10 in its current shape cannot handle all aspects of Internet defamation properly.

So what can be done to correct the errors of Article 10? One way to go would be to make regulations specifically directed towards the Internet. However, that would not fit with the overall aim for the Convention to be technology neutral. 

With that avenue closed, and taking account of the concept of publication taking place where and when the defamatory material is made manifest to the receiving third party in a form that is comprehensible to that party, the following additions should be made to Article 10
: 

6.
Paragraph 5 does not apply to actions in defamation.

7. An action in defamation cannot be brought in the courts of a State on the basis that the publication, or part thereof, occurred there.

8. If an action in defamation is brought in the courts of a State on the basis that injury arose or may occur there, those courts shall have jurisdiction only in respect of the injury that occurred or may occur in that State.

9. If an action in defamation is brought in the courts of a State on the basis that the defendant is habitually resident within that State, the selected court may award damages for the entire injury irrespectively of where the injury occurred or may occur. Such proceeding shall be governed by the national laws of the selected State.

These additions would mean that the location of the publication is deemed irrelevant. Further, if the plaintiff sues in a forum based upon the fact that injury was suffered there, damages can only be awarded in relation to the injury that was actually suffered there, regardless of whether it is the plaintiff’s home forum or not. Presumably the plaintiff would only sue in those forums where he/she has a real reputation to defend and where actual injury has been suffered. Further, the plaintiff would presumably balance the inconvenience of suing in a particular forum and his/her interest (driven by a desire to obtain damages and/or to protect his/her reputation) to sue in that particular forum. Moreover, the only forum that can award damages for the entire injury suffered would be the home-forum of the defendant (i.e. the home-forum of the publisher). However, such global damages awards could only be awarded if the defamatory publication actually was deemed defamatory in accordance with the laws of the publisher’s home-forum. This would ensure that publishers only have to abide by the laws of their home-forum to avoid the risk of global damages awards, while at the same time ensuring that a defamed person has the right to damages in the forums where actual injury has been suffered.

The suggested paragraph 9 is based on Article 3 of the proposed Hague Convention and the method of determining what constitutes “habitually resident” used in Article 3 should be applied also in relation to the suggested paragraph 9. The proposed Hague Convention, being a convention on jurisdiction and enforcement, is not to contain choice of law provisions. Therefore, it might seem problematic to include the last line of the suggested paragraph 9: “Such proceeding shall be governed by the national laws of the selected forum”. However, it has to be acknowledged that the complex issue of Internet defamation can never be addressed properly without the inclusion of choice of law provisions. Furthermore, it is worth noting that already the proposed Hague Convention does include a choice of law provision. Article 4 states that: “[w]hether such agreement is invalid […] shall depend on national law”. Thus, I see no reason why the suggested paragraph 9 could not be included.

Defamation damages agreements

The fact that the plaintiff is forced to sue in each forum separately would be a good protection against forum-shopping, but might also lead to an unnecessarily high number of litigations relating basically to the same act of the defendant. A possible option to limit the number of litigations would be that the Hague Convention on Jurisdiction and Enforcement of Foreign Judgments in Civil and Commercial Matters includes the possibility for states with similar defamation rules to enter into agreements that a plaintiff can obtain damages relating to all those states from a court of any one of those states.

For example, Australia might find it rather convenient to enter into such agreement with New Zealand while the defamation laws of the United States of America might be so different that an agreement of this kind would be undesirable.

Consequences of the proposal

The approach to the problem of jurisdiction over Internet defamation discussed so far in this article does carry a serious consequence: many websites would start taking steps to avoid contact with certain forums. This would possibly be expensive and, at least initially, time consuming and, perhaps more importantly, limit the free flow of information on the Internet. However, I believe that this compromise has got to be made. We cannot have it both ways: either we accept that regulating the Internet will necessarily infringe on the current level of freedom of speech on the Internet, or we let the Internet be a totally lawless dimension, at least in relation to information torts like defamation. 

Internet: a defamation-free zone

Accepting the Internet as a defamation-free zone might very well be an alternative that deserves further attention. Leaving Internet defamation unregulated, or if preferred self-regulated, would carry both desirable and undesirable consequences.

The most obvious benefit would be that no ‘artificial’ and more or less flawed rules would have to be created in relation to jurisdictional claims over Internet defamation. There simply would not be such a phenomena as Internet defamation – statements on the Internet could not be defamatory. Thereby a previously unseen total freedom of speech would be created. 

If this is accepted, self-regulation would presumably be achieved as a result of ‘serious’ content providers desiring to remain credible online as well as offline. Further, the users of the Internet would have to be aware of the fact that information provided on the Internet generally should be viewed with a great deal of scepticism and greater care would have to be taken in determining which sources to rely on. The absence of threatening legal consequences would not necessarily lead to a wave of untrue allegations, at least not from serious content providers.

Already people’s trust in the accuracy of information is based on an evaluation of the source. Let me use the following absurd example to illustrate my point: 

If you enter a chat-room and read that Lady Di has been found living in an igloo at the North Pole together with Elvis Presley, most people would immediately disregard the news as pure nonsense. If the same story is reported by the BBC, people might still respond with a healthy dose of scepticism, but possible be more willing to accept the information as at least partly truthful.  

The negative consequences of self-regulation are rather obvious. The fact that a person’s reputation can be greatly damaged by information spread via the Internet is beyond intelligent dispute and if there is no form of regulation, the individual has no possibilities to prevent damage or get compensation for damage made to his/her reputation. Furthermore, the general feeling of distrust towards the Internet would be amplified.

Taking a somewhat more practical approach, it has also to be noted that it would be extremely difficult, if not impossible, to come to an international agreement making the Internet a defamation-free zone. The right to protection for an individual’s reputation is widely considered a human right
 and allowing the Internet to be a defamation-free zone would thereby be a breach of human rights.

Assuming that it is both possible and desirable to make the Internet a defamation-free zone, privacy legislation might be used to ensure a minimum of protection of the right of the individual. Currently there seems to be a relatively widespread acceptance of the European approach to privacy protection. It might be that it is easier to reach consensus in privacy questions than defamation questions.

Research focused on the relation between privacy law and defamation law could provide some important answers. Further, a study focused on what common features that can be found between defamation legislation on a global level would be extremely interesting. Perhaps the defamation laws around the world are not so different after all and consensus could be reached on a global treaty on Internet defamation instead of on the jurisdictional questions? 

Concluding remarks

The question of jurisdiction over Internet defamation involves a difficult balance between freedom of speech and the fair protection of the individual’s reputation. The way I see it, we have now reached the crossroads. The current lack of harmonisation of different state’s approaches to jurisdiction over Internet defamation is unhealthy. It leads to an unacceptable uncertainty for everyone active on the Internet. Furthermore, the current situation forces national courts to decide issues that can only be properly addressed on an international and inter-governmental level.

Assuming that it is a too onerous a task to harmonise all national defamation legislations, the next best thing, if regulation is deemed desirable, is a harmonisation of the rules regulating jurisdiction, choice of law and recognition and enforcement of Internet defamation disputes.
 This represents one of the two possible paths that lie ahead of us.

If this path is chosen then an international treaty is needed urgently. The ongoing work on the Hague Convention on Jurisdiction and Enforcement of Foreign Judgments in Civil and Commercial Matters is in my view an appropriate forum and a step in the right direction. However, recent discussions
 suggest that the proposed Hague Convention might end up being very limited in its scope compared to the current proposal
. If the final version of the Hague Convention does not include regulations in relation to the question of information torts like Internet defamation, it is vital that someone immediately takes on the task of forming a convention that does.    

Alternatively, we can choose the other path and conclude that the best approach is to make the Internet a defamation-free zone. If we do, we will still be faced with the task of creating a convention. Considering the amount of regulations already enacted to govern Internet behaviour and content, such convention stands little chance of being accepted on a global level.

Finally, it is important to remember that whichever of the two possible paths is chosen, we have to be prepared for the consequences.  That is: if we do choose regulation we have to be prepared for the limitations of freedom of speech that it inevitably brings along, and if we choose to make the Internet a defamation-free zone we have to expect the negative consequences which will inevitably follow (limitations to the fair protection of the individual’s reputation, an increased distrust in the Internet and so on).

The worst option that we can choose is to not make a decision and just sit by and watch as the body of conflicting judgments increases and uncertainty continues to prevail.  

Dan Jerker Börje Svantesson

SJD Research student at UNSW, Sydney Australia.
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