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Privacy law and ADR

Building client confidence in ODR:
how effective is the new privacy
legislation for cyberspace?
Lisa Goldacre
The growth in electronic commerce
and online transactions has seen a
corresponding growth in the use of
information technology for dispute
resolution. The most obvious form of
ADR for the virtual community is online
dispute resolution (ODR). ODR services
are not limited to disputes that arise in
cyberspace but can be, and indeed are,
used for disputes that arise in the real
world.
ODR is described by the National
Alternative Dispute Resolution Advisory
Council (NADRAC) as ‘processes that
are delivered substantially or entirely
through online communications’.1 The
structure for provision of ODR services
can take three main forms. One is by
independent practice, whether as part
of an existing ADR business or a stand
alone service dedicated to the resolution
of disputes in an online forum; the
second is as part of the service offered by
a business operating online; and the third
is as part of a trustmark scheme.2
It has been said that ‘ODR schemes
will only work if underpinned by
technological–organisational mechanisms
promoting certainty and trust’.3 The
protection of clients’ privacy can be seen
as central to the promotion of certainty
and trust for two reasons.
First, that greater protection of clients’
privacy will increase confidence, and
therefore use of online services.4 As with
all areas of business in e-commerce,
gaining consumer trust and confidence
has been seen as one of the factors crucial
to continued growth and success.
Anxiety surrounds the many ways that
technology can collect information that
people may consider to be private,
including the use of devices such as
cookies5 and web bugs.6 Further, this
may occur when people are unaware that
information is being collected and do not
know to what use it will be put. Some

other risks in relation to interferences
with privacy have been identified by the
Federal Privacy Commissioner and
include concerns about ‘identity creep’
and data mining.7 What is not certain is
how much invasion of people’s privacy is
occurring online. According to surveys of
consumers and business commissioned
by the Office of the Federal Privacy
Commissioner:
Eighty-four per cent [of people responding
to the consumer surveys] believed that
businesses often transfer or sell customer
details in mailing lists to other businesses.
Yet 87 per cent of all respondents said
they would be ‘concerned’ or ‘very
concerned’ if a retailer passed on name,
age, address and interest details to another
retailer without their knowledge …
however … [90] per cent of organisations
responding to the business survey said
they never sold, rented out or transferred
customer details to other organisations.
Fourteen per cent said they regularly
obtained information about customers
or potential customers from other
organisations.8

As is apparent, and was to the Federal
Commissioner, there may be some
disparity in what is actually occurring, at
least to the extent of invasions of privacy
and misuse of information, and what
consumers believe to be happening.
Perceptions regarding lack of privacy
protection in the online environment
can be just as much a hindrance to the
growth of ODR as can the actuality. It
is these concerns that need to be met in
order to build consumer confidence in
ODR.
Second, protection of ‘private’
information disclosed in an ODR process
is consistent with ADR theory. Adequate
protection of confidential information is
fundamental to many ADR processes, be
they online or otherwise.9 While not
every ADR process has confidentiality at
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its core, often assurances that what is
exchanged remains confidential, even if
in a limited way, are paramount.10 For
example, confidentiality in a family
mediation may have a different meaning
from that of a commercial dispute dealing
with commercially sensitive information.
It is often understood implicitly or
expressly that what is disclosed in the
course of a family mediation may be
discussed with new partners or significant
others, such as parents.
Confidentiality in ADR is readily
apparent when we think about the
physical world. Consider how we walk
into a room, close the door and make
explicit the need for confidentiality. In a
virtual world, the doors are less obvious,
but may be needed just the same.
Given the fact, therefore, that the
protection of clients’ privacy is important
for increasing user confidence in ODR
processes, this article examines the
effectiveness of the recent amendments
to the Privacy Act 1988 (Cth) (the Act)
in building that confidence.

How is privacy protected
in ODR processes?
Mechanisms which can enhance the
protection of people’s privacy online
include technology, the law and voluntary
standards.

Technology
Protecting privacy through the use of
technical devices includes employing
systems that result in increased security,
such as encryption, public key infrastructure (PKI), firewalls and the like.11

The law
There are a number of actions at
common law, such as an action for breach
of confidence, the remedies for which may
provide protection of parties’ confidential
information.12
As far as legislation is concerned, a
number of Acts specifically seek to
regulate activity on the internet.13 The
most significant attempt to ensure
individuals’ privacy and protection from
unauthorised interferences with personal
information is the Privacy Amendment
(Private Sector) Act 2000 (Cth). These
amendments to the Privacy Act 1988
(Cth), which came into force in December
2001, have changed how the private
sector collects, stores, uses, secures and
transfers information. There are detailed

procedures that must be complied with
in relation to all of the above. Should
an individual request it, private sector
organisations must now give access to
any information held about them and,
if asked, make corrections. These
requirements are known as the National
Privacy Principles (NPPs).14
The main objective of the amendments
is to provide individuals with greater
protection against unauthorised
interferences with their personal
information. They seek to confer
‘information privacy’ rights rather
than ‘a right to privacy’ as such.15
The Government has embarked on a
co-operative model of regulation: selfregulation against the background of
legislative minimum standards.16
Businesses that are required to comply
with the Act can opt out of the legislation
provided there is an approved privacy
code in place.17 Similarly, if an exempt
business wanted to ‘opt-in’, the legislation
makes provision for that to occur.18
In its discussion paper on ‘Dispute
resolution in electronic commerce’, the
Consumer Affairs Division of the Federal
Treasury asserts that ‘the amendments
to the Privacy Act will give consumers
greater assurance in relation to the
security of information online’.19
Therefore, the question to be asked is
whether the amendments to the Act are
an effective mechanism for protecting
personal information in the context of
ODR.

What information is
covered by the Act?
Privacy is not defined anywhere in
the Act. Instead, particular types of
information are protected by the NPPs.
Information that is protected from an
interference with privacy is that which
can be classified as ‘personal information’.
The Act largely applies to the collection
of personal information for inclusion
in a record or generally available
publication.20
Personal information means any
information or opinion (including
information or an opinion forming part
of a database) whether true or not, and
whether recorded in material form or not,
about an individual whose identity is
apparent or can reasonably be ascertained
from that information or opinion.21
Generally, an ODR provider would
have information of this kind in relation

to a user of their service. It is suggested
by one commentator that, even if the
information itself cannot be information
from which an individual’s identity is
apparent or can reasonably be
ascertained, it is a question of fact
whether the given circumstances may lead
to that identity becoming known.22 This is
an important consideration for providers
of online services, which may hold a range
of information about visitors to their web
sites who make initial inquiries but do
not necessarily become clients.
For example, an ODR provider may
have email addresses, click-trails or certain
information from cookies which at first
glance may not be information that would
fall readily into the category of ‘personal
information’, but when combined in
certain circumstances may be information
from which an individual may be
identified. As mentioned earlier, internet
users’ concerns appear to extend to this
unknown collection and storage of
seemingly innocuous information which
may be later compiled into valuable
information. The definition of personal
information does not assist with this issue.
‘Sensitive information’ is a subset of
personal information. It is defined as
information or an opinion about an
individual’s racial or ethnic origin,
political opinions, membership of a
political association, religious beliefs
or affiliations, philosophical beliefs,
membership of a professional or trade
association, membership of a trade union,
sexual preferences or practices, criminal
record or health information about an
individual.23
Clearly, an ODR provider in the course
of resolving a dispute may collect this type
of information.
The Act is concerned with protecting
individuals’ privacy. An individual is
defined to mean a natural person.24
Therefore, a corporation cannot avail
itself of the protections available under
the Act. One difficulty that might arise
in the context of ODR is that the Act is
predicated on the view that information
disclosed or collected about an individual
belongs only to that individual and that
no one else has a protectable interest in
that information being disclosed or
collected. This may not always be the case
in relation to many disputes. In a family
dispute, for example, more than one
family member may have reasons not to
have some sensitive information about
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another family member disclosed or even
collected.

Who is covered by the Act?
Until the recent amendments to the
Act, the legislation was concerned only
with Commonwealth agencies and
certain private sector entities including,
for example, credit providers. The
amendments have the effect of extending
the operation of the Act to the private
sector in general, subject to some
exemptions.
Pursuant to Pt III Div 1 of the Act,
an organisation will interfere with the
privacy of an individual, and so offend
the provisions of the Act, if any act or
practice of the organisation breaches an
NPP or an approved privacy code.25
An organisation includes an individual,
body corporate, partnership, an
unincorporated association or a trust.26
If an organisation is a small business
as defined by the Act, it will be exempt
from having to comply with the NPPs.27
However, a small business may still
be required to comply if they:
• have an annual turnover of $3 million
or more;
• provide a health service;28 or
• are a contracted service provider for
the Commonwealth.
It does not seem likely that many ODR
providers at this stage would have a
turnover of more than $3 million, unless
related to another body corporate;
however, they may have a contract with
the Commonwealth to provide those
services. It is not likely that an ODR
provider whose services were limited to
the provision of dispute resolution only
would fall within the definition of a
health service.29
Further, s 6D(4)(c) and (d) of the Act
states that an organisation will not be a
small business operator and therefore
exempt from the requirements of the
Act, if they disclose or collect personal
information about another individual, to
or from anyone else, for a benefit, service
or advantage. Small business status will
not be denied in this situation if the ODR
provider has the consent of the other
individual or is required or authorised
to do so under legislation.30
These sections are not described any
further in the Act. The Explanatory
Memorandum provides no further
indication regarding how these sections
are to be read or the purpose behind their

inclusion. In one of its publications on
the application of the Act, the Office
of the Federal Privacy Commissioner
summarises these sections as referring
to organisations with a turnover of
$3 million or less ‘that trade in personal
information’.31 Therefore, are these
provisions intended to extend to services
for which their primary activity is to
resolve disputes?
On the face of it, it is easy to imagine
a situation where an ODR provider may
collect personal information about
another and in limited circumstances
disclose this information in the course of
an ADR process, for a benefit, service or
advantage. If these provisions were to be
read as not limited to organisations with
a turnover of $3 million or less ‘that
trade in personal information’, many
ODR providers would no longer be
considered an exempt small business
operator unless they had specifically
obtained the consent of the individual or
were required to collect or disclose the
information under law. Non-exempt
small businesses have until December
2002 to comply with the Act.
As noted by Professor Greenleaf, one
of the difficulties in ascertaining exactly
what is covered by the legislation is the
dearth of judicial interpretation of the
provisions of the Act, resulting in the
need to rely largely on the Federal Privacy
Commissioner’s interpretation of the Act
in the form of that Office’s guidelines.32
One example is the Office’s response
to an FAQ regarding the collection of
sensitive information by an ADR
provider about third parties pursuant to
s 10 of the Act.33 It is unclear what they
have based their answer on. They
indicated that an ADR scheme could
collect sensitive information about a third
party without consent. The difficulty with
the answer given by the Office of the
Federal Privacy Commissioner is that
presumably the answer relies on the fact
that the collection is required by law. It
would be one of the parties to the
dispute, however, which required the
sensitive information as necessary for the
establishment, exercise or defence of a
legal or equitable claim. It is not the ADR
provider’s claim that is in question.
Further, not all ODR processes are the
same. It may be in arbitration or under
legislative provisions requiring parties to
participate in an ADR/ODR process that
this answer would be accurate. Not all

processes are advisory in their nature,
such that would require the collection by
the impartial person of information from
a third party to be necessary for the
establishment, exercise or defence of a
legal or equitable claim. It would seem
that in these circumstances the ODR
provider would need to obtain consent
from the third party to collect the
information, so as not to breach the
NPPs, and also consent from the party
or parties to the dispute so as to avoid
potential breaches of any obligation of
confidence that are owed at common law.

Remedies available
under the Act
Pursuant to Pt V of the Act, the Privacy
Commissioner is required to investigate
complaints of interferences with privacy
of an individual. Part V also outlines the
Commissioner’s powers of
investigation.34 Businesses that are within
an approved industry code have their
own mechanisms for dealing with
complaints. The Commissioner can
review a code adjudicator’s
determination.35
If the Commissioner finds a complaint
substantiated pursuant to s 52 of the
Act, the Commissioner may make a
determination. The determination can
include a declaration that the offending
conduct is not to be repeated or
continued, that the respondent should
perform ‘any reasonable act or course of
conduct to redress any loss or damage
suffered, which can include a ‘specified
amount by way of compensation’.36
However, any determination made by the
Commissioner would need to be enforced
by commencement of proceedings in the
Federal Court or Federal Magistrates
Court.37 In addition to s 52, ‘the
Commissioner or any other person’
may apply to the Federal Court for an
injunction to restrain a person who has
engaged, is engaging or proposing to
engage in conduct that would be in
contravention of the Act.38

Enforcement
It appears that individuals who deal
with ‘organisations’ within Australia
now have some increased protection in
relation to personal information as
defined by the Act.39 The Act also
provides protection in relation to the
transfer of personal information outside
Australia.40
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In the context of ODR, however, where
many of the providers of such a service
are located overseas, the issue is whether
these operators have to comply with the
Act if someone in Australia uses their
service. If the goal is to promote client
confidence in ODR so that there is trust
and certainty that personal information is
not subject to unauthorised interferences
with privacy, then the Act needs to apply
equally to services accessed in Australia,
irrespective of where an ODR provider’s
server is located.
If a person wishes to commence
proceedings against another for a breach
of the Act and the other party is located
overseas, the immediate question is: can
they bring the matter before the Federal
Court for determination?
There is a complex body of rules used
to determine whether an Australian court
would, first, have jurisdiction to hear
such a matter (law of forum) and, second,
if it did, which law should be applied to
determine the rights of the parties (choice
of law).41 Historically, the law has been
able to accommodate changes in
technology. Courts have developed rules
to suit new forms of technology, and
indeed issues such as the law of forum
and choice of law have been addressed
in relation to telephones and faxes.42
In relation to the issue of whether or
not Australian courts have jurisdiction to
hear matters that have arisen as a result
of online activities where the business’s
server is located overseas but the relevant
access occurs in Australia, this has
been dealt with in a number of cases
recently.43 While the law in this area
is still developing and at times is
problematic, the principle which is slowly
emerging is that if you are conducting
business or providing a service that is
accessed in Australia, the overseas
provider will need to comply with
the local laws.44 This would include,
therefore, the requirements under the Act.
The next step is then to determine
whether any order made by the Federal
Court pursuant to the Act can be
enforced. The difficulty of enforcing any
order made by an Australian court45
against a foreign defendant undermines
the effectiveness of the Act. There is no
ready solution to this. Countries often
have in place legislation that allows them
to recognise and enforce judgments of
another jurisdiction, but there are usually
limitations to using these Acts.46

A number of co-operative international
initiatives exist that seek to overcome this
problem.47 One example is the Hague
Convention48 which seeks to alleviate
these problems by providing a clear set
of consistent rules to be followed in all
jurisdictions.49 There is of course the
practical problem of the high cost of
seeking enforcement of an order in a
foreign jurisdiction for what may be a
low cost transaction.
In an internet context, even if the
organisation in breach of the provisions
of the Act were in Australia, the very
nature of the internet raises its own
problems in relation to enforcement of
orders. When a provision of a statute is
contravened and a judgment given to that
effect, it is important that the remedy
granted be enforceable. In an internet
context, one remedy sought might be
an injunction restraining certain
representations from being made on
a website, as was the case in ACCC v
Purple Harmony Plates Pty Ltd.50
Here the respondents ignored the
court order prohibiting the making of
misleading and deceptive claims about
their products in contravention of s 52 of
the Trade Practices Act 1974 (Cth). They
continued with their offending conduct
via another website and by links to other
sites. They also failed to comply with the
corrective advertising orders made against
them, such as the requirement to have a
‘pop-up’ notice on the website specifically
outlining the orders of the Federal Court
and that refunds were available to
consumers. In later proceedings they were
found to be in contempt of court and
fined. The ACCC’s application to have
the websites deregistered was refused. As
was shown in this case, and a number of
other cases before the Federal Court,51
enforcement of orders of this nature is
difficult where the internet has been used,
due to the ephemeral nature of the
internet itself. Businesses are very mobile
and can just move on to a new website
and start again. The authority of the
court issuing the order is also at risk if
rogue operators can ignore court orders,
shut down and move on to another URL.
These difficulties were alluded to in
Macquarie Bank v Berg52 as was the
reason why orders were declined
(equitable remedy of injunction).53
Therefore, the same problems that have
appeared before the Federal Court in
relation to enforcement of like orders

under the Trade Practices Act would
undoubtedly occur in respect of orders
made restraining a contravention of the
Act. The lack of effective enforcement of
court orders also undermines the
confidence of users of internet services. It
is problematic that there is no ‘sovereign’
in cyberspace.54
It is somewhat paradoxical that the
problems associated with the enforcement
of the law in cyberspace might be a
sticking point for some ODR providers
endeavouring to use a piece of legislation
in the hope of engendering client trust
and confidence, when one of the reasons
for the emergence of ODR has been
difficulties of access to the law and
remedies, particularly in B2C (business
to customer) transactions.
It would seem, therefore, that the
Treasury’s assertion that ‘the amendments
to the Act will give consumers greater
assurance in relation to the security of
information online’ is overstated and
optimistic if it is relied upon solely as a
legal mechanism for protecting people’s
personal information.55 The Act will not
apply to all ODR providers or in all
instances where personal information is
gathered or used. Further, the ‘borderless’
nature of the internet limits the
effectiveness of the Act.

Voluntary standards as a
self-regulating mechanism
The most likely way for the Act to
provide an effective mechanism for
building client confidence in ODR is
through the adoption of the NPPs as
voluntary standards in conjunction with
the legislation.
The adoption of the Act’s NPPs as a
voluntary standard to aid self-regulation
of ODR, and indeed ADR generally, is
consistent with NADRAC’s report to the
Federal Attorney-General on standards
for ADR and its recent paper suggesting
principles for good practice in relation
to dispute resolution and information
technology.56 A number of organisations
and commentators have suggested best
practices models for ODR services and
specifically for B2C dispute resolution.57
One common criterion in the best
practice models or benchmarks is
described as ‘accessibility’.58 This means
not just that the service be accessible,
convenient and as easy to use as possible,
but also in the sense of being transparent
— that all relevant information needed to
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make an informed decision about
whether to use the ODR service or
not is accessible. This would include
information about an ODR service
provider’s policy in relation to the
collection, storage and use of clients’
personal information.
As mentioned earlier, obligations of
confidence are integral to ADR practice.
An ODR provider will often already be
subject to such a duty, either at common
law or pursuant to other legislation.59
Therefore, would adopting the
requirements of the Act be any more
onerous than what an ODR provider
may already be required to do now?
The answer is probably ‘yes’. The NPPs
refer not just to disclosure of personal
information, but also to the collection of
personal information of another person,
how it is stored, secured and transferred.
It also gives individuals a right of access.
It is, therefore, wider in its scope than the
duty to keep certain information
confidential.
A matter that should be considered
by an ODR provider before adopting
the NPPs is that opting into the privacy
scheme and placing a statement to that
effect on a website means that the
policies outlined in that statement must
be adhered to. An ODR provider who
failed to adhere to its own privacy
statement could run the risk of being
sued under the Trade Practices Act for
a contravention of s 52, in a similar
fashion to Toysmart.com in the US.
Late last year Toysmart.com, a
company largely owned by Walt Disney,
tried to raise money by selling their
records and databases. This included
information about children.
Toysmart.com was accused of violating
its internet privacy policy in the way it
used its cookies (to create a database
with addresses and so on). No formal
charges were filed by the New Jersey
division of the Federal Trade
Commission (FTC) consumer affairs (an
action would have been brought by the
FTC under the equivalent of s 52 of the
Trade Practices Act). The matter was
settled with Toysmart.com paying
$50,000 and agreeing to post a link
to its privacy policy on the front doors
of its e-commerce sites.60

growth of ODR. A key element in this
is ensuring that personal information
disclosed in an online setting is
protected from unauthorised access and
use. The Privacy Act regulates the use,
access, collection, storage and disclosure
of some types of information by some
types of private sector organisations.
However, the coverage and scope of
the Act is limited in an ODR context
because of the breadth of the small
business exemption and the fact that the
majority of ODR providers are located
outside Australia. The Act cannot
overcome the problems that are generic
to all e-commerce businesses. As can
be seen from the above discussion, the
global nature of the internet raises
complex jurisdictional issues which can
impact on the level of privacy accorded
to an individual. Further, it is still
unclear how the Government will be
able to enforce effectively its legislation
in respect of offshore providers of
ODR.
Yet ODR providers need to consider
the benefits of opting into the new
privacy legislation regime. As there
often is already an existing duty of
confidentiality imposed on mediators,
and due regard for confidentiality in
ADR processes is encompassed in the
standards for ADR providers as outlined
by NADRAC, voluntary compliance with
the NPPs as set out in the Act should be
considered ‘best practice’. The
effectiveness of the Act as a mechanism
for building client confidence in ODR is
cumulative — it will work best if it is
both used as a legal mechanism and the
NPPs are adopted as voluntary standards
by ODR providers. ●

Conclusion
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